IHE

SERVICES

Building trust
In eHealth
interoperability

IHE Gazelle Overview

Alexander Berler
IHE Services Director

J |
2Z2DRE )WIA

e-Health Forum

Strategic challenges and
interoperability standards in Health IT

Sopot, Sheraton Hotel, 16/09/2016



Gazelle Test Framework

** Test management tool oriented toward interoperability and
conformance testing.

+** Suite of conformance testing tools.
+* Suite of simulators tools.
Specifications/Standards

| |

Validators —
Conformance Conformance
checks checks
I
System A Interoperability ~m B
testing __ :
Vendor A Vendor B

GAZELLE Simulators

eHealth test framework
for interoperability
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Gazelle Maintenance Packages

 Two versions of Gazelle (Open source)
— Community (non-supported)
— Enterprise (supported + validated)

* Enterprise Versions
— In House
— Cloud Basic

— Cloud Premium
— Cloud EVS

* Maintenance Packages are a combination of maintenance and
additional services tailored to customer’s needs (specification
creation, training, consultancy, custom test tools, custom test
plans, virtual connectathons, projectathons etc.)

Community Edition Enterprise Editions
Cloud Basic InHouse Edition | Cloud Premium Cloud EVS
Downloadable Hosted @ IHE Onsite Installation Hosted @ IHE Hosted @ IHE EVS
public domain files Services Services Services
Basic Pack Premium Pack only




Gazelle Maintenance Packages

Support Services

Provided

Gazelle Components
Gazelle Test Bed

Patient Management : PM

Gazelle Pre Defined Operational Packages
Any Gazelle Enterprise Edition

Order Management : OM
(Lab Order — Radiology
Order)

Security Management : SM

Document Sharing : DS

Test Management (Gazelle Master Model Included)

Assertion Manager

Gazelle Tools & Applications

Demographic Data Server

Proxy

ATNA

Simulator Applications

EVS Client Application
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Validators List

NI ANENENENENEANEN

AN RN YA ANAN I ANAN

Gazelle HL7 Validator (HL7v2 / HL7v3)

Schematron-Based Validator

ObjectsChecker - XML Validator

ObjectsChecker - CDA Validator

ObjectsChecker - XDS Metadata Validator

ObjectsChecker - XDW Validator

ATNA Validator

Certificate Validator (TLS)

ANEN

HPD Validator

SVS Validator

WADO (DICOM) Validator

MR AR AR

DICOM Validator

WS-TRUST Validator

<\

Current Simulator list

Patient Manager

Order Manager

XD* client

HPD Simulator

SVS Simulator

AR

LCSD Simulator

LBL Simulator

HMW Simulator

TLS Simulator

WS-TRUST Simulator

XCPD Responding Gateway
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Additional Tools

MIR MESA Tools

AN RNR YR

NIST XDS toolkit

DCM4CHEE

Gazelle
Components

Gazelle test bed

Gazelle tools
and apps

Validators List
Simulators List
Additional Tools

Operational
Packages

Patient Mgmt
Order Mgmt
Security Mgmt

Document
Sharing



Gazelle Maintenance Packages

Enterprise Editions

First Level Support (email, phone resolution)

Community Edition

Downloadable
public domain files

Cloud Basic
Hosted @ IHE
Services
Basic Pack

InHouse Edition
Onsite Installation

Cloud Premium
Hosted @ IHE
Services
Premium Pack

Cloud EVS
Hosted @ IHE EVS
Services
only

Online ticketing (Jira)

v

v

v

v

Helpdesk (Monday-Friday, 9:30-17:30 CET, excluding Holidays)

N/A

v

v

v

v

Second Level Support (developper intervention) Service Level Agreement Parameters

Mean Time to Reply (MTTR) Response Time

Upon Availability

Next Business Day

Same Business Day

Same Business Day

Same Business Day

notice)

Mean Time to Fix (MTTF) Resolution Time during Testing Periods (1 month prior

N/A

20 days/yr

20 days/yr

30 days/yr

20 days/yr

critical & blocker issues

Upon Availability

24 business hours

8 business hours

8 business hours

8 business hours

Major issues

Upon Availability

4 business days

2 business days

2 business days

2 business days

Minor & Trivial Issues

Upon Availability

2 business week

5 business days

5 business days

5 business days

Mean Time to Fix (MTTF) Resolution Time during non testing periods

critical & blocker issues

Upon Availability

4 business days

2 business days

2 business days

2 business days

Major issues

Upon Availability

5 business days

3 business days

3 business days

3 business days

Minor & Trivial Issues

Upon Availability

2 business months

1 business week

1 business week

1 business week

Availability N/A 95% N/A 99% 99%
Additional Services
Installation Days N/A N/A <7 days N/A N/A
Quality assured version N/A v v v Ve
Third Level Support (system enhancements) Next Release Next Release v v v
Training Days - Webinar N/A 2/yr 2/yr 4/yr afyr
On Call Service - Pay as you Go Services - System Management N/A Included Upon client request Included Included
On Call Service - Pay as you Go Services - Trainer Onsite
On Call Service - Pay as you Go Services - Developer N/A 2 days 2 days 5 days 5 days
On Call Service - Pay as you Go Services - Senior Consultant - Manager
Maintenance Services
Backup - System, configurations and databases N/A Weekly N/A Daily Daily
Server Monitoring N/A v Upon client request v v

Bug fixes

v

v

v

v

v

Install software patches, service packs and other updates

Next Release

v

v

v

v

Install software upgrades (Jboss, etc)

Next Release

2 upgrades per year

1 upgrade per year

2 upgrades per year

2 upgrades per year

General server maintenance N/A / Upon client request \/ \/
System Diagnostics N/A v Upon client request v v
Dedicated enhancements
Dedicated Document validation (specifics) N/A N/A v v v
Specification Management N/A N/A v v e
Test plans N/A N/A v v v
Security features N/A N/A \/ \/ \/
User rights enhancements N/A N/A v v v
Business Analytics N/A N/A v v v

First Level
support

— Jira, Helpdesk
Second Level
support
Response time

— Resolutions

times
Additional
Services
— Installation,
Quality
assurance,
training, etc
Maintenance
services
— Bugs, new
versions, etc
Dedicated
enhancements

— Localisation, test

plans, document
validation, etc



Standalone Document Validation

3 — XML Report

Model Based \

CDA Validator

1-HTTP : Upload of
document

<9
-
-

7
\
EVS Front End

System under test

p
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Available IHE Validation Tools

** HL7v2 messages
+* DICOM objects

*** XML documents/messages
» HL7 CDA Structured Document
» HL7v3 messages
» |HE XD* transactions metadata
» DSUB metadata
» HPD messages
» Sharing Value Set messages content (SVS)
» Workflow documents (XDW)
» ATNA audit messages
» X509 certificates

» SAML Assertions

GAZELLE

eHealth test framework
for interoperability

IHIE



Validation Tool Example : CDA
Document

CDA Validation tool for IHE / epSOS / DMP
— Link

Valider des documents CDA .ﬁ':@,m"s

Validation

Télécharger le fichier XML que vous voulez valider - sont autorisés uniqguement les fichiers avec I'extension « .xml »-

4= Add...
schématron [Enter some value =l
Sélectionnez un
validateur ot/ou
Validation
basée |Enter some value =

modéle

propos | Nouscontacter | Sulvide probldmes | Copyright 2013 IHE Intemational



http://gazelle.ihe.net/EVSClient/cda/validator.seam?extension=IHE

CDA Validation report

Validation result

Dawnicad Schamairmn Valdaiion Resut [l] Doweload Model Based Validudon Rusut

File Name COW_FS 2 1617 F10.078.1000 980.1_4RS0S053985 20021213 160788 frendy_i{1)xmi Schematron epS0S - Patient Summary - Friendy
OI0 106147 12559.11.1.2.1.4 20974 Schematron Validation Result FAILED
Validation Date 201 30301 20:23:43 GMT Model Based Validater cpSOS - Patient Summary Friendly
JEVSI scamPype=CORdokd=1 206514 1. 12666.91.1.2.1 4. 28774 Model Based Validation Result FAILED

Waligztion Date 2013,02 01 - 092343
Vallzztion Service Gazele COA Validation - ap50S - Patent Summary Friandly
Walicztion Test Status FAILED

Validation test report including a summary of the results

ML PASSED
XS0 PASSED
MaceiBased Valldatian FAILED

The cocument you fave valideted /s sunposed 1o be an XML document. The validator s chacked (f i is wed-formed and fas validated if against ane oo several XS0 schomas, nesulls of thoso veildobons am gatternd 1 this part.
The XML documant Is woll-fiormed

Show Templates Tros -
{mxperimantal) -

* kd 1.0.51401.12665.91.10.1.3.9.1.3 - Patient Sermmary Documents

Rezult FAILED
B 1.2051.4.1.19376.9.5.2.1.2.4 - Patisnt Contact Information-

Swmmary 1104 checks

26 B0 1113883 10.20.1.8 = Medications- Wi ormors
* R 1351411937853 1318 UNKROWH Miwamings - - - . -
1361.41.13556.11.16.1.8.1.23 - Modcaion Summary Section ke Details of the validation, including tree of templates

AG840.1.112883.10.20.1.24 - ModicationActvity-
13514119076, 1.8301.47 UNKNOWN
1306141, 12868.71.10.1.3.1.3.4 - Medication itom Entry Contont Modie: HIDE: | | Errces || Wamings | Infcs | ) Repons
135141193781 830147.1 - UNKNOWN

b )

Errors.
35141193761 B3 14T 2 « Product Eniry-
216.8401.1 134853, 10.20.1.83 - Product- Test corsiraint_cod_Procuct_mardachrodMaterial_code
o EUEE40 1113883 10.20.1.11 - Problems. Location #CinicalCoour ot " ! A Procuct #
-9 1AE1 41193761 53 136 - Acive Problems Secions Dezcription ERROR : This is not verified : A rial in @ product template SHALL contain oxacty one maruiscturodMateralicode. (CCD, COMF-350) more...
LUEE401.112853.10.20.1.27 - Probiomfct-
o 1AK14 119371531481 - Conoem Entry. e B e e e e e
$6.1 41193761521 4,52 - Presiom Cancern Entry- Lacatlon inizalCiocr adpumponent) 2 =
’ - ) Description ERROR : This condion is not verified - A manufacturecMaterial in 2 product template SHALL contain exacty ane Mater which the generic name of the product. (CCD, CONF-383) mors._.
W Z1E B4 1.112855.10.20.1.28 « ProblemOtservaions
T 1AE141193TEN B3 145 « Problem Enirys Test nt_paterts . tomplate
216840011 134853.10.20.1.27 - Prosiemict- Lacation iGinicalDocument #
e 1A 1EITE TSR 14 51 - Concern Entry- Description ERROR : This condion is not verfied - CliricaDomument SHALL have this template - 1.9.6.1.4.112559.11.10.1.4.1.1.3 and 1.36.1.4.1.18376.1 5.3.1.1.7 more...
130614119376, 531 452 « Problem Ganoern: Eniry=
216840 1.113853.10.20.1.28 . Problembservaion- Test corstraint F184_1
W AE1411937E152145 - Probiem Emiry- Location #GinicalDocumen/particpang(] &

Sk Ry 1 i A B T Brebderndit Description ERROR : This condition is not verfied - The patent contact’s telecommunication <ielecom> alement = reguned (one for emall, the cther for telephone.if there is ro information, the nuil® vor attnbute SMALL have a value of NI and the ‘va



Simulator Tools

* Goal
— Test the interoperability of an application
— Simulators are not reference implementations
— Simulators can be controlled to perform test cases

* Target
— Developers
— Testers

* |nterface

— GUI for humans to interact with the tool
— Network socket for the tested protocol
— Web service to call validation tools

— Dynamic access to coded value set



Simulator Architecture
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Example XDS.b Document Source

@ XDStarClient “‘,r SUT Configurations 1,:” Simulators ;_“ . Manage Patients i“l XDS Documentation 1"; Messages

Provide and Register Set-b (XDS profile)

This tool provides the possibility to send documents to a repository or a document recipient using the transaction ITI-21
To use this ol you have to :

= Select your repository configuration or add a new one on the page configurations,

« Fulfil metadatas of the submissionSet. The patientld of the submissionSet is required.
= Upload the document(s) to submit, and fulfil IHE metadatas related to the document(s).
» Click on execute button to send the document(s) to the selected configuration.

Systemn Under Test

S sor SIM_XDR:SIMU XDR_REC:SUT Name Nist Repository

XDRSRC Simulator ' System Name Nist Repository

Configurations Nist Repository "I e Name Provide and Register Set-b
-b
Ld

sourcelD 1.3.6.1.4.1.21367.2012.2.1.1

hittpuithit-

________________ testing.nist.gowv: 12080
URL Mtitfservices

fxdsrepositoryb

please select ..
Admission evaluation
Affinity Domain IHE (XDS.b) Admission history and physical
Autopsy
Transaction ITI-41 BLOOD BANK STUDIES
BLOOD CAS STUDIES
. B " " Case conference
¥ SubmissionSet :: XDS Submission Set &/ Submizsion Snt | CELL COUNTS+DIFFERENTIAL STUDIES I
CELL MARKER STUDIES
CHEMISTRY CHALLENGE STUDIES
CHEMISTRY STUDIES
COAGULATION STUDIES
patient Id * Communication
Comprehensive histery and physical
Opt. Metadata Name | Conference | Value(s)
Confirmatory consultation I
R ADSSubmissionSet.sourceld Consult
| Counseling
R ADSSubmissionSet.uniqueld Discharge summarization
+ Education

R XD5SubmissionSet.contentTypeCode i please select .. ﬂ

SubmissionSet title XDS Submission Set

Add OptionalMetadata

_—'



Sharing Value Set Simulator

@ Home L l Value set browser @ Simulators @ SUT Configuration ‘3) Messages ﬁﬂ Validator documentation CAS Login

Find below the list of value sets registered in this tool.
Click here to access the configuration of the value set repository part of this tool

Search criteria
oD display name
Version Purpose
Group OID

Filter Reset Filter Show extended filter

Group browser

oD ¢ display name & Version ¢
Purpose ¢ Action
1.3.6.1.4.1.19376.1.8.5.67 Endometrium-Infiltrating malignant neoplasm-Lesion site 20110331 O-%
1.3.6.1.4.1.19376.1.8.5.5 Generic-Infiltrating malignant neoplasm-Lesion focality 20110331 D-%
1.3.6.1.4.1.19376.1.8.5.106 Skin (melanoma)-Infiltrating malignant neoplasm-Histologic type 20110331 D-%
1.3.6.1.4.1.12550.11.4.2.6 Medical Alerts 20110405 D-%
1.3.6.1.4.1.19376.1.8.5.142 Esophagus-Lesion-Histologic type 20110331 O-%

About | ContactUs | Issue Tracker | Copyright 2013 IHE International English

ar




Available IHE Simulators

*» Patient Manager
» ITl profiles relative to patient demographics exchange
» PAM, PIXv2, PDQv2, ADT part of SWF
** Order Manager
» Profiles dealing with management of orders
» LAW, LTW, SWF, EYECARE workflow
s* XD* Client : Initiators from the XD* profiles, DSUB, XDS-I.b

\/

** Sharing Value Set

\/

** Healthcare Provider Directory

\/

** Hospital Medication Workflow (Pharmacy)

\/

** Lab Barcode Labelling
¢ Lab Code Set Distribution

IHIE
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Test Management Platform

* Registration of systems
— What to test -> select test plan(s)
— Automation and Quality tracking

* Provide list of test to perform

— Conformance testing (test to be executed before
meeting the actual test partners)

e Simulators + Validators

— Interoperability testing (test to be executed system to
system)

* Provide Test Campaign reporting



in eHealth

IHE

Building trust
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e Interoperability + Conformance

in eHealth

IHE

SERVICES | interoperability
Testing
&est Supervisor cheC idences
Verifies test performs as p
Grades
System under Test System under Test
~  Information g
exchange v il
Configure A Information A Configure
Interacts . exchange // Interacts
, > . &l >

Get Test Plan
Find Test Partner
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Get Test Report
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Find Test Partner
Log Evidences

Get Test Report
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System Test Plan

.
L
Main Connectathon Page i
L
Testing sess! E Connectathon 2012 - Bem %
Organization Keyword [INNEGG jx @,l System jx 0,'
Domain jx
Integration profile jx Int Prof. option jx
Actor jx Transaction > | %
Results | Show all Test Type Theorough
Profile ¢ Actor & Profile Option & Type RO & Partners Vs W P Fs Results ¢
cT TIME_CLIENT NONE @T 140 114 100 7 7 0 & | Pass +]
Test Meta test
CT_Client_Synch as TIME_CLIENT-CT e Ri1 114 18326
One test
PAM PDS NONE @T [ 7 7 7 7 & | Pass -
Test Meta test
No test
ATNA sA NONE @7 50 313 80 0 100 0 $¢ [ Did not complete
Test Meta test
ATNA_Audit_Msg_Check as SN_or_SA-ATNA e Ri1 17783
ATNA_Authenticate_Client as SN_or_SA-ATNA Q R 17754
ATNA_Authenticate_Server as SN_or_SA-ATNA Q R/ 17796
18040
ATNA_Logging as SN_or_SA-ATNA [+] R/3 a3 18298
........ 18154
ATNA_Questionnaire as SN_or_SA-ATNA e Ri1 17854
5 tests
PAM FDS MERGE eT 10 31 100 ? ? 0 & | pass s
Test Meta test

'”ﬁ



Gazelle Support Tools

e Sharing Value Sets

— http://gazelle.ihe.net/RetrieveValueSet?id=1.3.6.1.4.1.21367.101.103
— http://gazelle.ihe.net/RetrieveValueSet?id=1.3.6.1.4.1.21367.101.103&random=true
— http://gazelle.ihe.net/RetrieveValueSet?id=1.3.6.1.4.1.21367.101.103&code=A

* Generation/signature of certificates for testing purposes
— http://gazelle.ihe.net/pki

e Security - Front-end to simulate a TLS connection (HL7v2,
DICOM, WS, Syslog
— http://gazelle.ihe.net/tls

* Gazelle Proxy: Capturing messages exchanged between partners
— http://gazelle.ihe.net/proxy

 Demographic Data Server: On demand generation of demographic

data
— http://gazelle.ihe.net/DDS

* Assertion Manager: Manage requirements
— http://gazelle.ihe.net/AssertionManagerGui

IHIE
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http://gazelle.ihe.net/RetrieveValueSet?id=1.3.6.1.4.1.21367.101.103
http://gazelle.ihe.net/RetrieveValueSet?id=1.3.6.1.4.1.21367.101.103&random=true
http://gazelle.ihe.net/RetrieveValueSet?id=1.3.6.1.4.1.21367.101.103&code=A
http://gazelle.ihe.net/pki
http://gazelle.ihe.net/tls
http://gazelle.ihe.net/proxy
http://gazelle.ihe.net/DDS
http://gazelle.ihe.net/AssertionManagerGui

Gazelle ObjectsChecker new!

A methodology to describe informal requirements in
healthcare IT specifications based on CDA standard, into a
formal description

 An architecture that allows :

— The validation of the conformance of any kind of XML requirements
— Provide metrics and documentary features

— Improve the coupling between rules and requirements

— Support the validation of inheritance between specifications

— Coupled with Art Décor CDA tool

CDA RPH CR-B IE
DA-CH-I CDA-SARUCT-MMIMAL

/C/DA-CHl XD—LAE\

)c/DA-FR

XD—LAB\

IHE PCC / IHE PCC
HL7 CDA / HL7 CDA
HL7 RIM \ / HL7 RIM \

Source : eHealth Suisse, Format d’échange, Rapports de laboratoire soumis a déclaration en Suisse (Projet)




See more...

e Gazelle tutorials YouTube channel

* https://www.youtube.com/playlist?list=PL41
WsYuE9IdThjLcumP4GlyXeEledgZZs



https://www.youtube.com/playlist?list=PL41WsYuE9IdThjLcumP4G1yXeEIe4qZZs

